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. 3. SWE
-curlty, Critical Infrastructures Sie

1980s: computers involving risk operate in closed environment

e.g. embedded software supporting automatic control
of transportation systems or industrial plants

trustworthiness: absence of danger by computer misbehaviour

1990s: networked systems communicate by exchanging info
e.g. access control, data manipulation, message exchange

trustworthiness: absence of danger by computer data misuse
(data integrity, information confidentiality, service availability)

2000s: networked systems take over safety-related tasks

e.g. application of medical therapy depending on patient data
radio-controlled train speed, remote-controlled car maintenance

trustworthiness: absence of danger by misbehaviour & misuse
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. - SWE
-rentlatlon: Intentionality of Threatsepme

Safety often assumed as referring to the absence of incidents
due to unintentional failures (logical or physical faults),
whereas

Security often taken as referring to the absence of incidents
due to intentional attacks.

Here this view is not taken, as degree of intentionality
IS not observable nor provable.

The attitude recommended here is rather to guide the
engineering approach

by effect-driven rather than cause-driven considerations.
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ction by Safety and Security She

\S\
m

Safety:
functional /
technical
protection

Security:
Information / data
protection
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N | SWE
Vulnerabilities and Incidents  Sie

A threat is a class of events, which may give rise

to critical consequences, If inherent vulnerabilities allow such
events to propagate to dangerous system misbehaviour.
Threats may relate to

Intentional attacks
organisational deficiencies
human mistakes

technical casualties

force majeure

An incident Is an instance of a threat, I. e.

a specific threat scenario in the presence of a vulnerability
allowing critical short-term or long-term conseguences
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SWE
SNE

Incidents may lead under certain circumstances to undesired
events with critical consequences due to loss of values, such as

existential values
e.g. human life, human health, environmental balance

material goods
e.g. financial assets, material infrastructures, valuables

business values
e.g. time, service performance, user comfort

ideal values
e.g. privacy, information
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. . SWE
bilities, Incidents, Values Sjite

Threats

Vulnerabilities

Incidents

Values

p between Safety and Security in Software-Based Systems 25 9.2008
ty-Critical Systems Club, Newcastle University page 7




| SWE
cation of Values SNE

Safety mechanisms aim at protecting

the computer environment including users as well as human beings and
natural entities placed in a computer-controlled geographical area,

l.e. existential and material values  (life and limb, environmental
balance or material structures)

from computer misbehaviour typically due to logical flaws, or to physical
effects like aging, wear-out, radiation, etc.

Security mechanisms aim at protecting

the computer itself
including data, information and service performance
l.e. ideal and business values

from misuse by the computer environment
due to inexpert usage or, more typically, by intentional criminal attacks
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| . SIS
- of Past Licensing Standards Sie

In the past software dependability assessment focused
either on safety
Or on security properties

Today, the growingly complex interaction between safety and
security aspects prevent licensors from further relying

on the classical principle of separation of concerns
as might have been practicable until recent times

Need for licensing standards assessing trustworthiness

meaning freedom of incidents
(even assuming the existence of sporadic threats)
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Mutal Implcaions .

Different causal relations
between safety and security may be of interest:

Security implications on Safety
security vulnerabilities may contribute to safety incidents

example:
attacks to data integrity lead to vital computer failures

Safety implications on Security
safety vulnerabilities may contribute to security incidents

example:
logical (or physical) faults in the design of a complex access
control lead - via safety incidents - to security breaches
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W
-tandards Philosophy %ﬂ%

Common to most existing safety standards, although at
different level of detall, is a preliminary risk analysis aimed at
classifying the criticality of incorrect software behaviour.

scale demands on rigor of development and licensing
procedures

by taking into account the following aspects:

which elements (objects, functions, data, human beings)
may be threatened

for each threat identified consider the probability of incident
occurrence and of the amount of loss expected

risk (threat) =occurrence probability (incident) * loss (Incident)
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Compare hazards involved by software-based automation
with those inherent to the technical application considered.
{ :

required risk reduction :
— ”Sk
actual risk reduction :

risk reduction by software-based automatic control
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Ses Se

M
IEC 61508:
Safety prob. failure on demand probability of failure per hour
Integrity | low demand / discrete mode | high demand / continuous mode
Level

4 10° £ x <10% 10° £x <108

3 104 £x <103 108 £ x < 10~

2 103 £ x <1072 107 £x<10°

1 102 £x <101 10° £ x<10°

Similar philosophy, though avoiding quantification:
process industry (IEC 61511)
medical devices (IEC 62304, FDA)
nuclear industry (IEC61226, IEC62138)
machinery (IEC62061)
railway systems (EN50128)
automotive (MISRA, ISO 26262)
avionics (DO 178B)
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. . SWE
tandards: Medical Devices SME

safety demands scaled according to worst-case scenarios
(IEC 62304)

Class A No injury may occur to the patient or to the operator
resulting from a hazard to which the software item may be
a contributing factor

Class B Non-serious injury may occur to the patient or to the
operator resulting from a hazard to which the software item
may be a contributing factor

Class C Death or serious injury may occur to the patient or to the
operator resulting from a hazard to which the software item
may be a contributing factor
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- SIS
lassification after FDA SME

Minor Level | failures or latent design flaws would not be expected to result in
of Concern | any injury to the patient, operator, and/or bystander

Moderate the operation of the software associated with device function

| evel of directly affects the patient, operator, and/or bystander so that
Concern failures of latent design flaws could result in non-serious injury

to the patient, operator, and/or bystander, or if it directly affects the
patient, operator, and/or bystander (e.g., through the action of the
care provider) where incorrect or delayed information could result
In non-serious injury  of the patient, operator, and/or bystander

Major operation of the software associated with device function directly
L evel of affects the patient, operator, and/or bystander so that failures or
Cconcern latent flaws could result in death or serious injury to the patient,

operator, and/or bystander, or if it indirectly affects the patient,
operator, and/or bystander (e.g., through the action of care
provider) such that incorrect or delayed information could result in
death or serious injury  to the patient, operator, and/or bystander.
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assification after MISRA

W
E/\/\m €

m

taking into account driver's chances to control unexpected failures during operation

Controllability
Categories

Definition

SIL

Uncontrollable

This relates to failures whose effects are not controllable by the vehicle
occupants, and which are most likely to lead to extremely severe
outcomes . The outcome cannot be influenced by a human response.

This relates to failures whose effects are by
the vehicle occupants but could, under favourable circumstances, be
influenced by a mature human response. They are likely to lead to very

Debilitating

This relates to failures whose effects are usually controllable by a
sensible human response and, whilst there is a reduction in the safety
margin, can usually be expected to lead to outcomes which are at worst
severe.

Distracting

This relates to failures which produce operational limitations, but a
normal human response  will limit the outcome to no worse than minor .

Nuisance only

This relates to failures where safety is not normally considered to be
affected , and where customer satisfaction is the main consideration.
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o . . SWs
n Criteria for IT Security EvaluationSe

Evaluation Assurance Levels (EALS) provide increasing scale balancing
level of assurance obtained with cost of acquiring degree of assurance:

EAL1: functionally tested

EAL2: structurally tested

EAL3: methodically tested and checked

EAL4: methodically designed, tested, and reviewed
EALS: semi formally designed and tested

EALG6: semi formally verified design and tested
EAL7: formally verified design and tested

Hierarchy underlying EALSs primarily characterized by increasing degrees of
rigor demands on design, verification and test

Classification is process-related , rather than effect-related

Question left open here is how to identify the appropriate Evaluation
Assurance Level in a systematic, reproducible way.
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. SWE
-e Analysis SNE

For each class of safety threat identified
derive sub-events responsible for its occurrence top-down
such sub-events may include security incidents.

Successively
determine minimal cut sets of the fault-tree

Finally, depending on criticality of top event
In terms of the amount and type of loss expected and

on size of minimal cut sets containing given security incident
derive systematically demands on protection against it
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car incident due to SW-related
interruption of motor operation

software-based interruption
of motor operation

particular traffic conditions,
e.g. overtaking manoeuvre

incorrect data propagation
during remote maintenance

physical change
in main storage

failure due to software
development fault

fault insertion communication

inappropriate

inadequate

by sabotage failure software development software verification
criminal insufficient
attack counterattack measures

"

missing

protection measures

inadequate
protection measures

tti
ring, Erlangen
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W
V&V: Importance of Testing g“”mg

Formal verification usually focuses on high-level design,
thus excluding from the analysis crucial issues like
compiling correctness
operating system performance
hardware accuracy

Testing : observe actual software behavior under different
operational circumstances; involves time-consuming steps:
Identify appropriate test scenarios (i.e. test cases wi th test data),
execution of such test cases
analyse whether (resp. to which amount) a testing criterion is fulfilled,
Inspect whether software behavior is in compliance wit h spec /req

Testing Effort
commercial tools support steps 2 and 3
steps 1 and 4 are usually carried out by hand

random generators provide lots of redundant data not contributing to
iIncrease testing coverage, but requiring to be validated all the same
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W
r “Dark Grey”-Box Testing *t’*gME

Rather risky for safety & security assessment

Refinement spec
underlying development process
induces finer granularity

in the late implementation phases high-level

than in the early design phases model, e.g.
use case
diagrams

relying on early behavioral models

when generating test cases low-level models

even when carried out automatically e.g. state charts,

might prevent from detecting faults
affecting individual control flow paths

sequence diagrams
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W
or “Light Grey”-Box Testing *"~§M§

Typical security attacks result from

crucial control flow paths (e.g. time bombs),
whose identification may require high control flow testing coverage

sophisticated data flows compromising
information confidentiality or data integrity,
whose identification may require high data flow testing coverage

Incorrect composite branching conditions giving raise to security holes
under particular conditions,

whose identification may require high condition testing coverage

misuse of component interaction in large networked infrastructures,
whose identification may require high interface coverage
by integration testing
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. >
Component & Integration Testing 2€

In view of the fault classes mentioned above we considered

classical control flow coverage  criteria like
statement coverage
branch coverage, but also
condition coverage criteria (as requested in DO 178B)

as well as

data flow coverage criteria
control flow annotated by relevant data flow information:

defs: variables are assigned new values
c-uses: values of variables read to perform computation
p-uses: values of variables read to come to decision

goal : execute control flow paths such as to cover
as many (def, use)-pairs as possible
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N . SWE
ode Coverage Criteria  She

all paths
multiple condition
all DU-p?.thS coverage
! TER n
g structured (n>3)
el path modified
S’ condition / decision  |eye| A
[
coverage ;
' TER 3 g DO-178B
all Uses boundary (LCSAY)
interior . :
nreno minimal multiple
condition,coverage
allc-Uses/  all p-Uses / — J
some p-Uses  some c-Uses » -
condition / decision
coverage
all c-Uses all defs all p-Uses /\

level B xmmmp branch coverage simple
DO-178B (TER 2) J condition coverage

level C i <iatement coverage
DO-178B (TER 1)
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W
V&V by Data Flow Testing g“”mg

(def,use)-pairs Coverage (Rapps and Weyuker)
very appropriate for addressing confidentiality and integrity:

it is by traversing (def,use)-pairs that
sequences of reading and (re-)writing actions may result in illegal effects,
like intrusion or manipulation

Required-k-tuples Criterion (Ntafos)

even better: goes beyond pairs,

addresses whole (def, use)-chains of length Kk,

where each definition (except for the first one) occurs within same control
flow node as its preceding use

for security analysis such a chain represents continuous flow of
information through possibly different variables along a certain control
flow path containing k relevant nodes
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st Data Generation e"’M

\S\
m

™

system under test

code / model test data Optimal
parameters generator test data set

by maximizing
test coverage
and minimizing
Tool developed automatically instruments amount of test cases
Java source code such that all relevant
control and data flow informationis
reconstructed from trace generated during

run of test cases and used to determine
coverage achieved
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N . . SWE
Darwinian Evolutionary Theory e

multi-objective evolutionary algorithms

population i

Initialization

A 4

fitness evaluation

topping conditions fulfilled?

no

individual

Cross over

selection* + cross over*

A

mutation*

mutation

Epopulation i+1

A\ 4

Output best test data set
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Code Level
project concluded (PhD Thesis N. Oster)
tool developed for Java

technigue applicable to any programming language
(object-oriented and procedural paradigms)

Model Level
R&D project funded by Bavarian Industry Ministry

models for components and component interaction
In particular for integration testing
by modelling interface coverage

ongoing cooperation with pilot partner Siemens Med
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Component Model 2

Each transition t defined as 5-tuple:

t= (pre(t), tr(t), g(t), e(t), post(t))

f state A trans f state? ‘|
L tri[g1 ]feft >L J
trans2 N
tr2jefl der
tr1jef2

states3

L

L
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SWE
tween Components MNE

invoking component ¢ iInvoked component C’
tc
r state? '\] [, pra—e 1 componen
A 0w 1l j
[ statet > ]
L ] I:ansg " i tran?“l'
= 2t tr trans2"
o state2r | tr2[gl] [ stated

L R
-
e,
-
e,

component ¢ L

(t, t') Is a mapping iff e(t) = tr(t)
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. . SWe
sed Interaction Coverage Criterigihe

Criteria Invoking component ¢ Invoked component c'

pre tr elle post pre post
pre-state-and-trigger + + - - - -
pre-state-trigger-and-effect + + + - - -
invoking-transition + + + + - -
effect-on-pre-states - - + - + -
effect-in/on-pre-states + - + - + -
trigger-and-effect-in/on-pre-states + + + - + -
invoking-transition-on-all-pre-states + + + + + -
invoking/invoked-transitions + + + + + +

m4 o | trans2’

g3

stated
component ¢
component c*
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Conclusion

This talk briefly summarizes

classical differences and historical trends
In analyzing safety and security demands

After a brief survey on terminology

It proposes a uniform view to both dependability attributes
on which to base common verification and validation activities

In particular it is felt that

both safety and security-critical systems require extensive testing
achieving high white-box and integration coverage = measures

as for reasons of practicability this demand is still neglected today
our research has been and still is devoted to the topic
of automatic generation of test data  capable of achieving

as high (control flow / data flow / interaction) coverage as possible
by as little validation effort as possible
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