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Safety-Related Security

Concepts
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Safety Reguirements

Top-level requirements for the PES:
« functional behavior
System Safety depends on other “attributes”, i.e.:
e accuracy
« reliability and availability
» fail-safe behavior
e timeresponse
* throughput (e.g. transactions/second)
e response to overload

e security (from attack) From:
| . . bili Justifying the use of software of
* long term maintainabni |ty uncertain pedigree (SOUP) in
T safety-related applications
* usablllty Prepared by Adelard
° integ rity for the Health and Safety Executive
CONTRACT RESEARCH REPORT
336/2001
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Security Questions

Security Questions (e.g., NIST)

a.

Are the access restrictions imposed on operators, managers, and other
personnel fully defined?

Do requirements exist to prevent unauthorized personnel from interacting
with the software system?

Do requirements exist to prevent unauthorized changes to the software
system?
Are the security requirements individually identified?

Can each security requirement be verified, either through inspection,
analysis or test of the completed software product?

Are the security requirements, taken as a whole, mutually consistent?
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Concepts

—Comems

Security Integrity Reliability
e Human « Component
5 *Malice *Material
[ e Temptation  Human *Production
© «Ingenuity «Error *Test
It * Means > *Negligence % ® . Dimensioning
S *Vulnerabilities 4-~ lgnorance Error
A Intent *Negligence
* Nature P Systematic elgnorance
P Random +
P Attack P Systematic
g Malr_lly: Mainly: Malr_lly:
Design + , Design +
X : Design + D
[z Complementation + Retrofit Replication +
ad Operation+Retrofit Maintenance
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Threat to Event chain

Th
reat/ /
-

1st Leveﬂ Securl
(e.g. Firewall, Intl'QnA) /

n-th Leve Se/curiﬁ

(e.q. 2nd Firewall, Yatrusion Detection)

T~

EEPS Object Mitigation

(e.q. Physical, Personnél, Virus Detection)

st
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Example: Threat to Event chain

Y

Threa/T
7
/

1st Level; Security
(Fence, G 7Alarm)

2nd Level Seelrity
(Door, Locigs, Alarm)

~,

EEPS Objegt Mitigation
(Equipment Lgcks)

v

[y
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Security Concepts

w, | LIE
[ Chwners wish to minimise \

e - to reduce
countermeasures h
y that mary
that may be POSSE5ES

reduced by
L
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that
[ Threat agents J exploit
Ve that i|'u:r-'-,-:|5-=4’ - | |
h
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wulnerabilities

threats to

L wish to abuse andior may damage T

RE: ISO/IEC 15408
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Organizational Context

Organization
ISO 9000

ecurity Environment
ISO/IEC 17799 (+ ISMS¥)
Others - which?

Control System Security
ISO/IEC 15408

*ISMS= Information
Systems Management
Standard

17.03.2005
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Depth of Standards

Tools &
Techniques

l Best Practice

Safety

Security Environment

Product/System Security

4

4

4

ISO/IEC
o) 17799 —~ ISO/IEC 15408
8 m
= 0
_-_@._-_ -_-_--#-—I-—-—-—I
O N
L
Security fon Safety Deficit
« Mainly: Mainly:
. . Design +
DeSIgn_ * Complementation +
* Operation Operation+Retrofit

Dr
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Safety and Security Similarities
ANALYSIS

b REQUIREMENTS
bVERI FICATION

SECURITY SAFETY

Vulnerability/Threat Assessment

. o Operational Safety Assessment
Risk Determination

Security Requirements f) © Risk Determ.lnat|on
Design, Test, V&V —| Safety Requirements
Evaluation/Certification ©  Design, Test, V&V
Penetration testing ~ Evaluation/Certification

I — - Requirements-based testing

by Warren Naylor, BAE Systems



System Development Process

Assurance
Milestones

A

Vo

T

System Security Process

Protection Profiles Specification

Requirements

Threat Analysis Mission Needs/
y Investment Analysis

|
Preliminary
Vulnerability
Assessment

Security Requirements

Security Target

I
Refined
Vulnerability
Assessment

|
Continued Analysis

Certification

Monitor Threats/
Vulnerability

Requirements

| SW Integration |

Analysis
Solution System
Implementation Specification
SW Spec. HW Spec. Procedures
SW Design
SW Code

| System Integration & Test

| In-Service Decision

In-Service Management

Service Life Extension

Sustainment & Retirement

System Safety Process

Operational Safety
Assessment

|
Preliminary Hazard
List/Analysis
Safety
Requirements

=

System/ Subsystem
Hazard Analysis

Operating &
Support Hazard
Analysis

__+__

Hazard Tracking &
Monitor Residual Risk

by Warren Naylor, BAE Systems




Safety/Security Assurance Circle

Phase 5
Deployment
Operation
Maintenance

Phase 4
Evaluation

Certification

Dr. Hans W.

Phase 1
Assessment

Phase 2
Treatment

Phase 3

Mainly in
Operation

Monitor Threats/
Vulnerability

Hazard Tracking
and Monitor
Residual Risk

Never ending

Especially
Acceptance ) ]
‘ Communication ImpOrj[ant In
4 Security
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Proposal: Security Assessment in Safety

Black hox

White box

Test evidence

Field experience

Test evidence

Analvtic evidence

“Hacker” icsis

Securiy
performance past
svElems

Analvsis of sccunity
features

ITSEC comphance

Code asscssment [or
scouniy holes (g
weak passwords, lack
of network acoess
protection, deliberate
“trap-doors”, cic. )

(Part 7C5.15, C5.16)

C.5.15 Fagan inspections
C.5.16 Walkthroughs/design reviews
Source: Adelard
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Proposal: Variation of evidencewith SIL and size

e Security Security in operation — evidence examined for
all SILs.

« At higher SILs will need augmenting with analysis
implying some white box information (of code, design) or
knowledge of process.

At high security levels, not related to SIL but to security
environment, code assessment for security holes
required (e.g. weak passwords, lack of network access
protection, deliberate “trap-doors”, etc.)*

* Important issue for SOUP (Software Of Unknown Pedigree)

especially if pedigree shows security weaknesses.

Source: Adelard

17.03.2005
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Proposal: Example evidence profilefor aPLC

Sccunty Physical kev needed for local update, password necded
for remote update over network.

From:

Justifying the use of software of
uncertain pedigree (SOUP) in
safety-related applications
Prepared by Adelard

for the Health and Safety Executive
CONTRACT RESEARCH REPORT
336/2001
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Example: GSM-Raiway Threat Scenario

GSM-R = Messaging by public cell-phone-system

GSM-R is in an open wireless network

Security threat: information might be compromised

Reasons include: malicious attack from outside, system error

Scenarios:

a. Threat: The information is destroyed, either disappeared or unreadable.
Consequence: no communication
Mitigation: Bring equipment to safe state (e.g., stop the train,call central)

b. Threat: Receiving component gets overloaded and unable to reply or acknowledge
Consequence: no communication (known as “denial of service”)

Mitigation: Bring equipment to safe state (e.g., stop the train,call central)

c. Threat: information, even with error checking, is modified after being sent, still readable but false.
Consequence: potential safety hazard (e.g., the train might accelerate instead of breaking)
Mitigation: No solution in 61508

c. Threat: information is copied, multiplied after being sent, the information remains correct (i.e. “Replay”)
Consequence: potential safety hazard (e.g., the train might accelerate instead of breaking)
Mitigation: No solution in 61508

Mitigation thru security engineering:
. Encryption guarantees integrity
. Digital signature guarantees authenticity
e Time stamping guarantees time-sensitive information

17.03.2005
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Safety Related Security
Assurance based on 15408

17.03.2005
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Security Assurance Model

Assurance
Techniques Evaluation
] RS o=
raduco ivas cvidenoo of
aasUrance
giving

[ Ownars ]
Lijr=

i ¥D[ confidence ]

that ]

‘-bl countermeasures
L’[ risk ]
minimise

¥b| assets.
 n} ]
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Security Objectives

TOE physical
anviranment

Assumpions

Aasels requinng
protection

Establish
sacunity
anvironmant

Establish
security
objectives

TOE purpoesa

organisational
secunty policies

Sacurity
objactives

Dacurity
E riranment
rmaterial (FPATY

DUty
Ciljectioes
rmaterial (FPSTY
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Target of Evaluation - Summary Specification

Security
objactives

CC requiramants
catalogua

Establish
sacu ity
requirements

A—
hssurance
raquiraments

Establish
TOEsUmmary
spacification

F
Functional
raquiremants

TOE summany
spacification

DLty
Ciljctines

material (FP/ST

DwLriby
Requirements for Recuirements
the amvinonm ant material iIFPST

SwLiriby
Spezcifization
material (5T
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Target of Evaluation Development Model

Security
requirements

Funetional
specification

Design and
implementation
refinement

High-level
design

e
|
s
| I
L—
| |
. L o— "
Correspondence
analysis and T~
integration testin Hardwars
g g drawings

Implementatio
n

Figure 4.3 - TOE development model
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Common Criteria Basic Process Structure

Ccanen il “aceis® | roerueose |
A et | _TOE Purpose

O
. Op/Environmt

® [oes

®

TOE System Update

e.g. 17799
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Target of Evaluation - Evaluation Process

Evaluation

l criteria

Security
requirements
(PP and 8T

Ewvaluation

Develo
P Methodology

TOE

-
.

I 7/ Ewvaluation
] /, TOE and Scheme
1 ,’ Evaluation Evaluate
I, Evidence TOE .
b Evaluation and
: f L Certification
l 1 according to
| | T e operae
| R4 - TOE e 15408,
I | T
I I Feedback I I b BS7799'2
L —— - R L g oo S S a

Figure 4.4 - TOL evaluation process
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Integrity Assurance Processes
within the ISO/IEC 15288 Life Cycle Processes

17.03.2005
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SUPPLY

15288 SYS'I'EM AGREEMENT PROCESSES Al LS TION
L I FE CYCL E REQUIRFMENTS DEEINITION

REQUIREMENTS ANAI YSIS
ARCHITECTIIRA] DESIGN
PROCESSES Pl EMENTATION
II\ITEf‘DI\TIﬁI\I
\IEDIEIf‘I\TIﬁI\I
TRADNMSITION

MALIDATIQON
ORERATLIOMN

e MAMNTENANCE e
LIFE CYCLE TECHNICAL PROCESSES DISROSAL

PROJECT PROCESSES

PROJIECT Pl ANNING
PROIECT ASSESSMENT
PROJFCT CONTROI
DECISION MAKING
RISK MANAGEMENT
CONFIGURATION MGT
INFORMATION MGT

ENTERPRISE PROCESSES

ENVIRONMENT MGT
INVESTMENT MGT
ROCFSSFS MGT
AN RESOUIRCE MGT
\ QUALITY MGT
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System Dependability Engineering = System Engineering -+

UPPLY 4“

SY ST EM AGREEMENT PROCESSES A(‘n[“tu'm
LIFE CYCLE _soatibucussocsyiron
PROCESSES D

LIFE CYCLE TECHNICAL PROCESSES /WA

PROJECT MJP@ESSES .
PRO

ENTERPRISE PROCESSES

“\_TAILORING
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Risk Management Aspects

0= Inteqrit

System Fis Hanagement
Security 8

tem integrity

property that a system performs its intended [system] function in an unimpaired manner, free from
iberate or accidental unauthorized manipulation of the system. [TR 13335-1: 1996 Information
hnology - Guidelines for the management of IT Security]
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