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Defin

 Action taken to affect ¢
and information system
one’s own information a
systems.

Source: Joint Pub 1-02 DOD Dictionary of Military and Associated Terms



Saying

Was du nicht willst wa
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ZAMORRA Mosmo
Majority




Aim: achieve nationa
and protect MOSMONIA

« Use of military forces in peace
maintains [our] influence in for:

 When ... instruments of national pow
unable or inpropriate to achieve nation
objectives and protect national interests,
employ military forces to conduct ...
operations ...
to achieve national objectives and protect
MOSMONIA interests
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 Information Warfare
Impact as a deterrent |
the initial stages of a cr



Offensive

.......

Electronic Warfare
Physical attack / destructic

Computer Network Attack C
see

Appendix “Supplemental IW Guic
[SECRET]



Strategic |

elements (political, military,
informational) of an adversary
power.



Operational

« |W ... targets ... automatg
key commercial infrastr
such as land- and space-base
telecommunications and electric

... Transportation, Energy, Financ
Manufacturing ...
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Source: A



Military Depenc
Commercial Infras

...mobility and sustainment of forc
on commercial infrastructures

* International telecommunications,
 the public switched network,

« commercial satellites and ground static
 transportation systems and

 electric power grids.

* The protection of these infrastructures falls
outside the authority and responsability of the
DoD
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Organisations and establis
which are

(absolutely) essential to the co

failure or disruption of which
would result in

long-lasting supply bottlenecks and/o
dramatic consequences

for substantial elements of the communit



Infrastructures







Super-
ordinate-
system

Infra-

structures
Infra

structures

Infrastructures

Infrastructures
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Critical Infras

transport
system

power
supply
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government e Y
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Stovepipe-




The Whole Thinc
»,Plzza Sette Stagion

banking emergency
finance services

iInsurance

health (

services  power supply  telecdmmunication

Bundesamt fiir Sicherheit
in der Informationstechnik



Power Sup

control
network ct
powerplant «
transformersts
control '
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control roc
network cont
switching node
mainfraimes
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Defacing

- Netscape

Datei Bearbeiten  Anszicht Gehe Communicator Hilfe Datei  Bearbeiten Anzicht Gehe Communicatar Hilfe

i ZT Lty [Hewlzder  Anfang Suchen Guide Druzkern Sicherhe T i [ewlader  Anfang Suchen [uide Diusker  Sicherhe
4w Lesezcichen Ji Adiesse [hittp://www.ministerium.ui W " Lesezsichen A adess= [ hitp://www.ministerium.ui
- g%lnstanth*lessage T-Orlire Internet Meuigkeiten Interessantes J%Instanth’lessage T-Online Internet Meuigheiten Intereszantes

Peace for all! Peace for alll Ho Ho Ho

MOSMONIA TODAY MOSMONIA TODAY

We secure peace We seclire wa

Peaceful celebrating children should be Peaceful celebrating chilzen should be

1
«
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Smart Defacing

- Netscape
Datei Bearbeiten  Ansicht Gehe Communicator Hilke

Datei Bearbeiten Ansicht Gehe Communicator Hilfe

Uriicken Sicherhe
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ZT Lty [ eulader .-i'-.;fang Suchen Guide
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Information Operations

Information Operations

at the operational level of war.

245. 10 are
infrastructures, that might cause un-

argeted against civil

necessary suffering among the civilian
population (e.g. waterplants, chemical
industry) at operational or tactical level

246. Offensive IO for strategic level obj-
tives seek to engage adversary or poten-

at the operational level of war.

245. |0 are targeted against civil
infrastructures, that might cause un-
necessary suffering among the civilian

L]

population (e.g. waterplants, chemical
industry) at operational or tactical level

246. Offensive 10 for strategic level obj-
tives seek to engage adversary or poten-

& FE | |

o |

i Stant| Y CWINNT\Profiles\SKLA. . | =) windows NT Task-Manager| [ Netscape  [EgliStart| 3 C:AWINNT\ProfilesiSKLA... | =) Windows NT Task-Manager|[S5 Netscape
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Projec

Ministry of the Interio
German Information Sec

Federal Bureau of Criming
BKA

Intelligence Service BND




Son

German Information

high ranking managers
infrastructures

representatives of concerne
federal agencies

~ 30 people
~ 5,4 Mio €




Commis

Director:
Well known and establishe
political or scientific backgrc

influence in politics and scienc
level

similar composition of members bt
numbers as Sonderstab

iImplementation and adaptation of the
German national plan



Timetable

BMI Project KRITIS

*Preperation of Cabinet Decision
*Preperation ,Sonderstab“
First Concept National Plan

2/02
7/02
Sonderstab Sonderstab
Members: sImplementation

Critical Infra Managers
civil services
National Plan
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BSI Studie

Interdependencies betweer
Infrasturcture sectors

Questionnaire to identify critice
Guideline for IT-Sec-Manageme
Juridical situation in Germany

Management game for planned report
and analysis center

International approaches to CIP

Specific Studies for
Critical Infrastructure Sectors
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A Erziehung

mittel

ffEnsport &
R o Verkehr
Einricht-
ungen

“wesen

i " 'S‘:fr:herheits-
Strukturen dienste
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